Basics of Port Forwarding on a Router for Security DVR’s

The basic concept of setting up your router to allow for “Off Site” access to your DVR
involves setting up the two necessary ports the Security DVR uses for its “IE” interface
to view your cameras online.

The common ports we set up in the DVR network menu are:

Http: Port 80
TCP: Port 4000

The Http port is the method that the DVR will use to make the web page log-in for the
user name and password to access the DVR.

The TCP port stands for “Transmission Control Protocol” and it is used to control the
DVR menus and Video Playback and viewing.

It is important that the router is set-up properly to allow for “Off Site” Remote viewing if
it is desired to be able to view your DVR over the internet.

The TCP port is also used for the Mobile Phone apps. Both of the two DVR manufactures
also have software that does not use the “IE” built in interface of the DVR, this software
also does not use Port 80, but does use port 4000 to access the DVR.

When viewing the DVR “locally”, meaning on your Local Area Network it is not
required that you do any Port Forwarding on the Router, but it can only be viewed when
you are at the DVR’s location.

Assuming that you have the DVR in place with the cameras and the network patch cord
plugged into your network we can start the set-up of the network needed to get things
online.

The Basic Steps to setting up the DVR and Router:

Start at your onsite PC connected to the same network your DVR is on. From the “Start”
button find the “Run” or “Search” (Windows Xp, Vista, and Windows 7). You will type
in the command “CMD” to bring up the window as shown below.
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The next step is to type in “ ipconfig” to bring up the network setting that we need to use
to set-up the DVR Network Settings.
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Windows IP Configuration

Ethegnet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address
Subnet Mask

Default Gateway

: domain.actdsltmp

. . . . . :192.168.8.12
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: 255.255.255.0
: 192.168.68.1

From these settings you get from your PC, write down the Subnet Mask, and Default
Gateway IP address settings.

It is now time to log into your DVR. (Depending on the brand you can find more detailed

information on the “Setting up ...” information pages.)

Once logged into the DVR navigate to the icon for the Network setting page. See

example below of IC Realtime Network Settings page.
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Make Sure the Subnet and Default Gateway setting match up to your Settings that you
have written down. The top IP Address is User assigned, make sure the first three groups



of the IP address match the gateway. The last group of numbers will be assigned as the
Static IP address of the DVR on your network. In this case the IP address of the DVR is
192.168.1.108. The Http Port by default is assigned to port 80, and the TCP Port should
be assigned to port 4000, and the UDP port should be assigned to port 4001.

At the bottom of the screen click on the “Save” button, the DVR will prompt you to
restart if the network IP settings have been changed.

Setting up the Router

The next step is to Log into the Router for the port forwarding as outlined below.
(For this example we will be using a Linksys Router.)

Open a web browser like Internet Explorer or Firefox. Enter the internal IP address of
your router in the address bar of your browser. The IP address of the Router is the
gateway address we have written down from the “ipconfig” information.

Connect to 192.168.1.1
A

Linksys BEF5R41/BEFSR11/BEFSRLI31

£

User name: 'ﬁ_ |_

Password: [

[(Iremember my password

[ OK ][ Cancel ]

You should see a box prompting you for your username and password. Enter your
username and password now. By default the username is admin, and the password is
admin. Click the Ok button to log in to your router.



LiNnKSsYS'

A Deyision of Cisco Systems, Inc Frmaacs Version 10403

Etherfast® Cable/DSL Router BEF SR41

Setup Applicatio
& Gaming

Basic Setup = — i

Setup Secunty Administration Status

lniernet Connection Type IObtam an [P automatically _':]

5 The Bosic Setup scmervin,

“wiilre oSk »
Optionsl Setings . & 4‘ el
(required by some (SPs) et Name [ : -:servlca!"fovﬂus) ol repe
hat you enter tha DNS
nformation. Thesa seitings can
MTU " enable] © pisable sue:| 1500 be oblained from your ISP After
you have configured thase
seitings, you should s&t a rouler
Network Setup password from the
Administration->Manapement

Router IP LocalPAgdress: [192 [ids [T [T acrean
 /

Domain Name |

Click the Applications & Gaming link near the top of the page.
You should now see a new menu. In this new menu, click Port Range
Forwarding
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Save Settings Cancel Changes

Starting with the first blank box enter
Port Range

Application Start End Protocol IP Address Enabled

DVR | 80 | 80 | BOTH | 192.168.1. 18 v



In the second blank box enter

Port Range
Application Start End Protocol IP Address Enabled

DVRL | 4000 | 4000 | BOTH ﬂ 192.168.1 108 v

When you're finished, click Save Settings near the bottom of the screen to save your
changes. That’s it , your done with the router set-up.

Check your work

You can use any port checking website to verify that the two ports we just set up are
working properly. I use a site called “canyouseeme.org” to check to make sure the set-up
is correct. The site also will report your IP address, which is neccesary information to
have to set-up the Mobile phone apps.

Enter 80 into the box labeled “What Port” then using the mouse click the “Check”
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The response you get will either a success or failure, this will be reported back on the site
usually right above where you see “Background” on the image above.

Success means you are Done with setting up the router.
Failure means something is wrong with the router settings ( Make sure the DVR is on and
plugged into the network, otherwise you will get failure)



Repeat the process with port 4000 to make sure that is correct and you are done with this
part of the Set-up process.

Setting up the DDNS Service Overview

The next step is to set-up the DDNS service depending on whether you have a Watchnet
DVR, or have an ICRealtime DVR. That will be outlined in the “Setting up (brand)”
section of the on-line guides.

To explain DDNS services, Internet Providers work from a pool of IP addresses and
those are “leased” out to you and tracked by your router. From time to time it is possible
that your IP address is going to change. Tracking those changes and directing the user to
the correct internet IP address is what the DDNS service does. The DVR has the built in
function to “ping” the DDNS Server to let the DDNS Service know what the DVR’s
Internet IP address is , so the DDNS server can be updated to the correct internet IP
address.

Watchnet DVRs use a website called www.Viewdvr.com . You sign up for the service
with them, and it gives you an easy site to go to. Enter your “sitename” and connect to
your DVR.

ICRealtime uses www.No-Ip.com and once this service is setup , you then enter the site
name you create on the no-ip website to access your DVR. Your customised name might
something such as www.mydvr.no-ip.biz .

If you have a Static IP from your internet service, then you can skip the set-up of the
DDNS services and just use your WAN (internet) IP address to access your DVR online.
Static IP’s are a premium service from the Internet Company and are usefull, but not
neccesary if you use a DDNS service to track any changes to your IP address.

Please see the “Setting up ICRealtime” or “Setting up Watchnet” for more detailed
instructions on how to use the DDNS service for each brand.


http://www.viewdvr.com/
http://www.mydvr.no-ip.biz/

